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1. Why quantum key distribution?
2. QKD basics
3. Space-based QKD

4. Quantum Technology Laboratories GmbH
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Qtlas

Why QKD? Quantum Technology Laboratories
Classical cryptography: Big threat: quantum computers

« Extremely important infrastructure « RSA encryption based on factoring problem
« Relies on hardness assumptions » Shor’s algorithm

 Not provable secure  Long-term security
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Solution: QKD
« Based on laws of quantum mechanics

« Information-theoretically secure
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QLlabs

E nta ng Iement Quantum Technology Laboratories

Separable states

V)4 ®|P)B

Entangled states

« Quantum correlation between subsystems Y)ap = Z CZJ| ® |7)B
. Superposition principle s

« Resource for may quantum applications
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QLlabs

Parametric down-conversion e Tenes eborenes

« Nonlinear optical process o
Polarization entanglement

« One photon into two with less energy 1
« Conservation of energy and momentum |¢+> — (‘H H) 4 |V V) )
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« Quantum correlation between photons \ 2 5 16 5 1@
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« Information is carried by single photons *‘
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Distributed correlated randomness QLlas

Quantum Technology Laboratories

Entanglement: correlated randomness
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Quantum Technology Laboratories

Creating a key
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Communication scheme

4 V/A
Alice I
H/D ¢ ]
PBS HWP
\_
Y
21 April 2023

QLlabs

Quantum Technology Laboratories
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Measurement in two basis needed H/V and D/A
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Bases sequence
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Detection results

Bases sequence

Detection results
Co

Compatibility |} Y f ¢ XX V¥ X & X X ' Compatibility BBM92 protocol
: Bennett, Brassard, and Mermin,
Key 11 - -01- 120 - - !Key Phys. Rev. Lett. 68, 557 (1992)
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Quantum Technology Laboratories

Secure key extraction
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Fiber links and networks e e
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Free-space & satellite links

Micius — Graz, Austria
Date ) Sifted key | QBER | Final key
06/18/2017 | 1361 kb 1.4% | 266 kb Micius - Xinglong, China
06/19/2017 | 711 kb .3 : Sifted key | QBER | Final key
06/23/2017 | 700 kb ' " 1.2% |61kb
06/26/2017 | 1220 kb 5%~ 361 kb 06/15/2017 60 1.1% | 141 kb
06/24/2017 | 848 kb " SW1.1% | 198 kb

La Palma

7600km

Micius — Nanshan, China
Date Sifted key QBER Final key
Sp1o%  Josk - 0
1.7% 398 Kby &0 SRans

Tenerife
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Satellite links
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qtlabs

2017 founded
100% privately owned

Headquarter Vienna, Austria

QLlabs

Quantum Technology Laboratories

European European Space Agency
Commission Agence spatiale européenne
21 April 2023
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Products and Capabilities s e

Engineering firm: PER—

Mission design & trade-offs |
Orbits & link budgets ‘
Feasibility & modelling
QKD protocols

Entangled Photon Source:
« Optimized for space

« Projects up and running

« Capable for LEO and GEO

Prepare & Measure Source: Ground Segment:

« Faint Pulse Source « Quantum modem

- BB84 decoy-state é /szc « Photon detection & electronics
« Space heritage in Q4 2022 « Telescope, dome, infrastructure
« First batch in production
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Quantum Technology Laboratories

Collaborations and partners

Most of the team published with

Anton Zeilinger
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Missions and larger projects

SAGA Phase Aand B1 -~

1 satellite in ¢
Low Earth Orbit, \
3 ground stations \

To launch in 2024,
Services from 2025

21 April 2023

Quantum Payload
for secure Key
distribution

Protecting the security
of critical commercial
infrastructure
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QLlabs

Spa Ce Seg ment Quantum Technology Laboratories

* Projects up and running
* TRL4 soon TRL 6
« 810nm and 1550nm
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QLlabs

O pti Ca I g roun d Sta ti ons Quantum Technology Laboratories

« Fully developed product
« 80 cm and 40 cm
« Complete station: telescope, mount, enclosure

« Tracking and remote operation

* Quantum receiver @ 850nm

« Training and support
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